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List of E-Invoice API Services/Methods

Sl No. ‘ API Service API Description
. Authentication with BDO GSP system with the
1. EROIG-RAtchtication credential provided to access all other APIs
Authenticate Authentication with APl system with the credential
2. provided to access all other APIs
3. Generate IRN Generate IRN No
4. Cancel IRN Cancel IRN No
5. Get E-Invoice Details Get the E-Invoice Details
6. Generate EWB from IRN Generate EWB from an already generated IRN

Integrating BDO E-invoice GSP with ASP
BDO E-Invoice GSP Application Programming Interface (API)

Like secured GST APIs, all APIs published by BDO E-Invoice GSP will also be a RESTful, JSON-based,
and stateless encrypted APIs and will only be accessible through HTTPS protocol.

1. BDO E-Invoice GSP Authentication:
Authentication with BDO E-Invoice API Service requires following ASP entities:

a) Client Id
b) Encrypted Client secret

How to obtain client id and client secret?
1. After client is on boarded on BDO E-Invoice portal, client id and client secret key will be provided
to the client.
2. Public key required for decryption purpose is available on portal.
3. Client will encrypt that client-secret with provided public key for authentication purpose.
4. Technical details regarding encryption are provided below:
e Use RSA algorithm for encryption.
e Use BDO E-Invoice public key for encryption.
e Base64 encode encrypted client secret before making API call.
5. User needs to provide “ClientID”, “encryptedclientsecret” in API call.
6. During BDO Authentication-API user will get “bdo_auth_token” in response, which is valid for 24
hours and it is required in all further API calls.
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Request URL: https://sandboxeinvoiceapi.bdo.in/bdoauth/bdoauthenticate

Request Method: POST

Request Header:

Key

Content-Type application/json

Request Body:

Key

clientid <ASP’s client id>
clientsecretencrypted <Encrypted client secret>

Sample JSON for GSP Authentication Request:

{“clientid”: “test@bdo.in”, “clientsecretencrypted”:
“NoY/oka2NZxiqdKxL9rWbcjLUPfwAgQdOXFd5DPmwNg5WS1AJ+W3+0POmsSYFuHLwbcScW/
c7JIszmiCQTZ+p9DWOco2hwhWxGH2jsXwUYnIWar60kR6QMvgbmquEw7hRJq0888Ev4zd+yT3
T84NOHxhBvzJ+MnXHBneHdNYMs+KWmtEnAUpu6Ntj6WAHovIDTXrp/oENQjBpC/BWCVy8GOj
1cW54mRcPcdTRhOpx5A==""}

Sample JSON for GSP Authentication Response:

{"bdo_authtoken":"eyJhbGciOiJIUzI1NiJ9.eyJzdWIiOiJrYXNoeWFwdHJpdmVkaUBiZG8ua
W4iLCJyb2xlcyl6lmdzcGVudGloaWVzliwiaWFOIjoxNTICJleHAIOjE1MjATMjMzODN9. wbW
H6RE6UZ2A5V4UZK7vQ5WGAJLGIEDN2iQVdhhzts4","expiry":"1440"}

2. Request for Authentication Token
Request for Authentication token requires following steps to be followed:

e User needs to send “bdo_authtoken” to BDO E-Invoice GSP along with respective “Headers Data” &
“Request Body”.

e BDO EINV GSP sends “Headers Data” & “Request Body” to NIC Server.

e NIC Server will authenticate and sends the AUTHTOKEN & SEK in response.

e ASP will decrypt SEK with AppKey and get EK for further API calls.

e This “auth_token” is valid for 6 hours and is required in all further API calls.

To access the API, application should first authenticate using the credentials. The credentials must be
generated by the taxpayers and get the auth token issued. Same auth token is to be used to access
subsequent APIs. Validity of the auth token will be 360 minutes. Any hits to this APl within these 360
minutes will return the same token, hence there is no need to hit the APl unless the token has expired.

However, there is a provision to forcefully generate a new token within the last 10 minutes of expiry by
calling this API with "ForceRefreshAccessToken" set to "True". On expiry, same authentication API needs
to be invoked to issue new auth Token.
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Reguest: ISON[action, username, Request: JISON[action, username,
Encrypt{password, Public Key), Encryptipassword, Public Key),
Encrypt] appkey, Public Key)) Encrypti appkey, Public Key))
Authenticate
and Send
Respanse: I50N(status, authtoken, Response: 1SON(status, authtoken, Authenticatio
Encrypt (sek, app_key) Encrypt [sek, app_key) i Token &
SEK

Decrypt SEK with
AppKey to get EK

Request URL: https://sandboxeinvoiceapi.bdo.in/gsp/api/v1.03/authenticate

Request Method: POST

Request Header

Key

Content-Type application/json
client_id <ASP’s client id>
bdo_authtoken <gsp_auth_token> received from BDO E-Invoice GSP

Request Body:

Key

UserName Username of Tax payer as created on E-Invoice portal for API Integration

Password Password of Taxpayer as in E-Invoice portal for API Integration
Encrypt(password, Elnvoice Public Key)

AppKey Any 32 character random unique id generated by user, identifying unique user
session. App_key will be encrypted using Public key of E-Invoice using RSA
algorithm

ForceRefreshAccessToken The value of this attribute to be set true, if client needs to refresh the token
10 minutes before expiry

Sample JSON for Authentication Request:

{"data":{

"UserName":"testuser”,

"Password":"<Password encrypted using elnvoice public
key>",

"AppKey":"<AppKey encrypted using elnvoice public key>",
"ForceRefreshAccessToken": true

3
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Response Body:

Attributes

Status Status of the authentication request(values 1-Success and 0- Failure)

Data If Status is ‘1’

Clientld Client Id

UserName Username

AuthToken Authorization token

Sek Session Encryption Key generated using AES 256(AES/ECB/PKCS7Padding) algorithm.
Encrypted () with Appkey

TokenExpiry Token Expiry time. Date format is ‘yyyy-MM-dd HH:mm:ss ’

ErrorCode Unique error code

ErrorDetails If Status is ‘0’ (Base64encoded)

ErrorMessage Error Description

Info Any additional message to be conveyed would be passed. It will be Base64 encoded
string.

Sample JSON for Authentication Response:

{'Status": 1,

"Data™: {

"Clientld": "testclientid",

"UserName": "testuser”,

"AuthToken": "5 GGo3hKgPSvbHWRIMTjlxeMKQ",

"Sek": "EmLpFzYohZLstcXCSX9CIXIHVLb+QcsjMO1mk+qAjW8hyXmEBQnCAYsmbluF
Fu+Z",

"TokenExpiry": "2019-11-30 14:18:00"

},"ErrorDetails": null,

“Info": " < alert message in base 64 encoded format > "}

3. Generate IRN - API:

The EINV data exchange protocol for Generate IRN API call is explained in following steps:

e User need to request for “bdo_authtoken” from BDO E-Invoice GSP.
ASP will send “Headers Data” & “Request Body” using request url.

o “Request Body” will be encrypted using EK which is obtained after decryption of SEK (received while
Authentication API call).

e NIC server will send response which is encrypted with EK to BDO E-Invoice GSP and BDO E-Invoice GSP will send
it to ASP.

e ASP will decrypt response payload with EK to get “IRN”
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NIC

Response: JSON(status, Encrypt
[Basebd|Response JSON), ek)

Response: JSOMN|{status, Encrypt
(Basebd|Response JSON), ek)

Response[Status Codes 1,
Data= “EA.."]

|

Decrypt JSON
Payload using EK

Response[Status Codes= 1,
Data= “EA."]

Request URL: https://sandboxeinvoiceapi.bdo.in/gsp/api/v1.03/generatelRN

Request Method: POST

Request Header:

Authenticate
. Enerypt &
Send 150N
Payload with
Status

_ __Key Value

Content-Type application/json

bdo_authtoken <bdo_authtoken> received from BDO E-Invoice GSP
gstin 27XXXMH5X5XXXZL

client_id <ASP’s client id>

authtoken <authtoken> provided by NIC

user_name User name of the authenticated user

Request Body:

Data - Encrypt (Base64(Request JSON), ek)) Base 64 encoded string of encrypted invoice

JSON using Sek.

Response Body:

Attributes

0 - for Failure ;1 - for

Status Status of request

Success

Data - Encrypt (Base64(Request Response of Generate IRN JSON string, the
JSON), ek)) response will have IRN number and
Acknowledgement No along with QR Code

Data.

Link to Sample JSON
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Validations:

1.

2.
3.

10.
11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24,

25.
26.

E-Invoice request JSON data has to be validated as per the e-Invoice JSON Schema given in
the notification.
Version of the Schema is mandatory and should be latest as per the latest notification.
IRN should not be passed as part of the request; it is generated by the e-Invoice system and
sent as response.
The following fields should have one of the values given in the master codes.

1. Supply Type of Transaction

2. Document Type
The category of transaction of ‘Business to Consumer (B2C)’ invoices will not be considered
and hence the API interface should not request for IRN for these transactions.
Document number should not be starting with 0, / and -. Also, alphabets in document
number should not have alphabets in lower cases. If so, then request is rejected.
Supplier should ensure that the unique invoice number is being generated for the financial
year for each invoice, in his ERP/manual system. The financial year is derived from the date
of invoice. The financial year starts from 1st April and ends on 31st March.
Duplicate IRN requests are not considered. That is, if the IRN is already generated on
particular type of document and document number of the supplier for the financial year,
then one more IRN cannot be generated on the same combination.
e-invoice(IRN) cannot be re-generated for the cancelled e-invoice(IRN) also.
Request for the IRN/e-Invoice can be made only by the supplier of the goods or services.
In case of e-commerce transactions, the e-Commerce Operator can request for the IRN/e-
invoice on behalf of the supplier. In this case, the e-Commerce Operator should have been
registered on the GST portal as e-Commerce Operator and pass eCom_GSTIN accordingly.
In case the supplier is SEZ unit, then he cannot generate e-Invoice.
The Document Date can be yesterday or today’s date.
‘Reverse Charges’ can be set as ‘Y’ in case of B2B invoices only and tax is being paid in
reverse manner as per rule. Even in case of Reverse Charged invoices, the Supplier has to
generate the IRN.
Recipient GSTIN should be registered and active. In case of transaction of direct export,
recipient GSTIN has to be URP and state code has to be 96, POS should be 96.
In case, Recipient is SEZ unit or SEZ developer, the Bill to State code should be 96 and also
POS should be 96.
First two digits of the Supplier / Recipient GSTIN should match with the state code passed
in the Supplier / Recipient details accordingly except if supply type is SEZ or exports
wherein Recipient state code will be 96.
PIN Codes are validated against the States, they belong to.
If ‘Shipping party’ is provided, then the transaction is considered as ‘Bill To-Ship To’.
If ‘Dispatching party’ is provided, then the transaction is considered as ‘Bill From - Dispatch
From’.
If both Shipping and Dispatching parties are provided, then the transaction is considered as
‘Combination of Both’ (Bill From - Dispatch From and Bill To- Ship To).
In case of export transactions for goods, the ‘Ship-To’ address should be of the place/port
in India from where the goods are being exported.
In case IGST on intrastate supply, tax rates and tax values related to IGST should be passed,
and Supplier state code and POS state code should be same.
The state code of the Supplier GSTIN and POS will decide whether the supply type is
Interstate or Intrastate. That is, if the State code of Supplier and POS is same, then it is
intra-state, otherwise it is inter-state. However IGST on intrastate supply attribute will
overrule this condition.
In case of Exports and SEZ, the supply is always Interstate
JSON payload size cannot exceed 2MB.

Validations on Items:

1.

Serial number of the item is verified for duplicate values.
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Each item needs to have valid HSN code with at least 4 digits. That is, items of goods type
should be 4 or 6 or 8 digits and items of service type should be 4 or 5 or 6 digits. HSN Code
should be valid as per the GST master.

If Is_Service is selected, then the HSN codes must belong to services.

Each item should have valid Unit Quantity Code (UQC) as per the master codes, in case of
goods.

Quantity and Unit Quantity Code are mandatory for Goods and optional for Services.

Tax rates are being validated. Only the allowed tax rates will be accepted.

In case of intra-state transaction, the sum of SGST and CGST tax rates should be entered as
GST Rate.

In case of inter-state transaction, the IGST tax rate and value has to be passed.

In case of export transaction, IGST tax rate and value has to be passed.

. In case the Recipient is SEZ unit, then IGST tax rate and value has to be passed irrespective

of state of the Recipient.
Maximum number of items in each invoice should not exceed more than 1000 items and a
minimum of 1 item should be available.

Calculation of Values:

1.

2.

3.

4.

The following summation validations are to be done for items

1. Gross Amount of Item = Quantity X Selling Unit Price

2. Taxable Value of Item = Gross Amount of Item - Discount

3. SGST Value of Item = Taxable Value of Item X GST Rate / 2, if intra-state CGST
Value of Item = Taxable Value of Item X GST Rate / 2, if intra-state
IGST Value of Item = Taxable Value of Item X GST Rate, if inter-state
Cess Value of Item = Taxable Value of Item X Cess Rate
State Cess Value of Item = Taxable Value of Item X State Cess Rate
Total Value of Item = Taxable Value of Item + SGST Value of Item + CGST Value of
Item + IGST Value of Item + Cess Value of Item + State Cess Value of Item + Non-
Advol Cess Value of Item + State Cess Non-advol value of Item + Other charges.
The following summation validations are to be done on Invoice total

1. Total Taxable Value = Taxable Value of all Items
Total SGST Value = SGST Value of all Items
Total CGST Value = CGST Value of all Items
Total IGST Value = IGST Value of all Items
Total Cess Value = Cess Value of all ltems + Non-Advol Cess Value of all Items
Total State Cess Value = State Cess Value of all Items + State Cess Nonadvol Value
of all Items

7. Total Invoice Value = Sum of All Total Value of Items - Invoice Discount + Invoice

Other charges + Round-off amount

Calculated value / amount in above points can be between actual calculated value /
amount and calculated value / amount rounded up to next rupee.
The round-off value can be upto Rs. 99.99

Nou s

o UT AN WN

Validations on e-waybill:

1.

2.
3.

E-waybill can be generated only if E-way Bill related details are passed where distance is
mandatory.

E-way Bill is not generated for document types of Debit Note and Credit Note and Services.
E Way Bill can be generated provided at least HSN of one item belongs to goods.

If only Transporter Id is provided, then only Part-A is generated. Transport Mode, Vehicle
Type, Vehicle No, Transportation document number and date should be null or attributes
should not have been passed.

If mode of transportation is ‘Road’, then the Vehicle number and vehicle type should be
passed. If mode of transportation is Ship, Air, Rail, then the transport document number
and date should be passed. Vehicle type and vehicle number should be null or attributes
should not have been passed.

The Vehicle no. should match with specified format and exist in Vahan database.
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7. E-Waybill will not be generated if the Supplier or Recipient GSTIN is blocked due to non-

filing of Returns.

Pincode of Recipient GSTIN is mandatory if Ship-To details are not entered.

. PIN-PIN distance is validated.

10. In case of export of goods, shipping address should have been passed during generation of
IRN.

11. In case incomplete information has been passed for generation of E Way Bill, then IRN will
be generated and returned but not E Way Bill number. However subsequently, based on
IRN, E Way Bill can be generated.

© ®

4. Cancel IRN - API:
This API is used for cancelling an e-Invoice within stipulated time by passing the IRN.

Request URL: https://sandboxeinvoiceapi.bdo.in/gsp/api/v1.03/cancellRN

Request Method: POST

Request Header:

_ __Key Value

Content-Type application/json

bdo_authtoken <bdo_authtoken> received from BDO E-Invoice GSP
gstin 27XXXMH5X5XXXZL

client_id <ASP’s client id>

authtoken <authtoken> provided by NIC

user_name User name of the authenticated user

Request Body:

L Key Value

Data - Encrypt (Base64(Request JSON), ek)) Encrypted IRN JSON string

Response Body:

Attributes

Status Status of request 0 - for Failure ;1 - for
Success
Data - Encrypt (Base64(Request Response of Cancelled IRN JSON string.
JSON), ek)) The response will have cancelled IRN number
and cancelled date if it is successfully
cancelled. Otherwise the response will have
error codes

Link to Sample JSON
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Get E-invoice Details - API:

This method provides the e-Invoice details for a given IRN.
The format and detals of GetElnvoiceDetails API request is depicted in following table.

Request URL: https://sandboxeinvoiceapi.bdo.in/gsp/api/v1.03/getIRN?irn=

Request Method: GET

Request Header:

. Key | ___________ Value ___________

Content-Type application/json

bdo_authtoken <bdo_authtoken> received from BDO E-Invoice GSP
Gstin 27XXXMH5X5XXXZL

client_id <ASP’s client id>

Authtoken <authtoken> provided by NIC

user_name User name of the authenticated user

Input Parameter:

L Key | Value

IRN IRN No

Response Body:

Attributes

Status Status of request 0 - for Failure ;1 - for
Success

Data - Encrypt (Base64(Request Response of Get E-Invoice bill Json string.
JSON), ek))

Link to Sample JSON

Get GSTIN Details - API:
This method provides the taxpayer details for a given GSTIN number.
The format and details of GetGSTIN API request is depicted in following table.

Request URL: https://sandboxeinvoiceapi.bdo.in/gsp/api/v1.03/getGstinDetails/

Request Method: GET

Request Header:

Key
Content-Type application/json
bdo_authtoken <bdo_authtoken> received from BDO E-Invoice GSP
gstin 27XXXMH5X5XXXZL
client_id <ASP’s client id>
authtoken <authtoken> provided by NIC
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user_name User name of the authenticated user
Input Parameter:

Key

GSTIN GSTIN

Attributes

Status Status of request 0 - for Failure ;1 - for
Success
Data - Encrypt (Base64(Request Response of Get GSTIN Details Json string.
JSON), ek)) The response will include: Gstin. TradeName,
LegalName, Address1, Address2, StateCode,
PinCode

Link to Sample JSON

Generate e-Waybill by IRN - API:
This API is used to generate the e-waybill using Invoice Registration Number (IRN). The details
and parameters of the requests and responses are explained.

Request URL: https://sandboxeinvoiceapi.bdo.in/gsp/api/v1.03/generateEwb

Request Method: POST

Request Header:

Key
Content-Type application/json
bdo_authtoken <bdo_authtoken> received from BDO E-Invoice GSP
gstin 27XXXMH5X5XXXZL
client_id <ASP’s client id>
authtoken <authtoken> provided by NIC
user_name User name of the authenticated user
Request Body:
Data - Encrypt (Base64(Request JSON), ek)) Encrypted IRN JSON string

Attributes

Status Status of request 0 - for Failure ;1 - for
Success
Data - Encrypt (Base64(Request Response of Generate EWB by IRN Json
JSON), ek)) string. The response will include: IRN,
EwbNo, EwbDt, EwbValidTill if it is
successfully generated. Otherwise the
response will have error code and error
message

Link to Sample JSON
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8. Cancel e-Waybill - API:
This API is used to cancel the e-waybill using EWB No. The details and parameters of the
requests and responses are explained.

Request URL: https://sandboxeinvoiceapi.bdo.in/gsp/api/v1.03/cancelEwb

Request Method: POST

Request Header:

Key
Content-Type application/json
bdo_authtoken <bdo_authtoken> received from BDO E-Invoice GSP
gstin 27XXXMH5X5XXXZL
client_id <ASP’s client id>
authtoken <authtoken> provided by NIC
user_name User name of the authenticated user

Request Body:
(Key . lvawe |

Data - Encrypt (Base64(Request JSON), ek)) Encrypted IRN JSON string

Response Body:

Attributes

Status Status of request 0 - for Failure ;1 - for
Success

Data - Encrypt (Base64(Request Response of Cancel EWB Json string. The

JSON), ek)) response will include: EwbNo, Cancel Date if
it is successfully generated. Otherwise the
response will have error code and error
message

Link to Sample JSON

12| Page BDO India LLP


https://sandboxeinvoiceapi.bdo.in/gsp/api/v1.03/cancelEwb

Appendix

GSP - GST Suvidha Provider

API - Application Programming Interface
ASP - Application Service Provider

PEM - Privacy Enhanced Mail

PKCS - Public Key Cryptographic Standards
GSTIN - GST Identification Number

EK - Encryption Key

REK - Response Encryption Key

SEK - Session Encryption Key
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Annexure A - Master codes List

Supply Type B2B Business-to- Business
EXPWP Export with payment of tax
EXPWOP Export without payment of tax

SEZWP Supply to SEZ with payment of tax
SEZWOP  Supply to SEZ without payment of tax
DEXP Deemed Export

Reverse Charge Y Regular Charge

N No Reverse Charge
Document Types INV Invoice

CRN Credit Note

DBN Debit Note
Unit BAG Bags

BAL Bale

BDL Bundles

BKL Buckles

BOU Billions of Units

BOX Box

BTL Bottles

BUN Bunches

CAN Cans

CBM Cubic Metres

CCM Cubic Centimetres

CMS Centimetres

CTN Cartons

DOz Dozens

DRM Drums

GGK Great Gross

GMS Grams

GRS Gross

GYD Gross Yards

KGS Kilograms

KLR Kilolitre

KME Kilometre
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LTR
MTR
MLT
MTS
NOS
OTH
PAC
PCS
PRS
QTL
ROL
SET
SQF
SQM
sQy
TBS
TGM
THD
TON
TUB
UGS
UNT
YDS
1

2

Litre

Metre
Millilitre
Metric Ton
Numbers
Others
Packs
Pieces

Pairs
Quintal
Rolls

Sets

Square Feet
Square Metre
Square Yards
Tablets

Ten Gross
Thousands
Tonnes
Tubes

US Gallons
Unit

Yards

Duplicate

Data Entry Mistake

BDO India LLP
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Annexure B - API Error codes List

Error
Code
2139

2140
2141
2142
2143
2144
2145
2146
2147
2148
2150
2154
2155
2156
2157
2159
2161
2162
2163
2169
2171
2172

2173
2174

2176
2177
2178
2179
2180
2181
2182
2183
2184
2185
2186
2187
2188

16 | Page

Error Description

Error while creating invoice

Error while validating invoice

Error while cancelling invoice

Incomplete request parameters

Invoice does not belongs to the user GSTIN

Document date should be in the format (dd/MM/yyyy)

IRN is not valid

Unable to create IRN, Pls. try after some time

Unable to sign invoice, Pl try after some time

Requested IRN data is not available

Duplicate IRN

IRN details are not found

Supplier GSTIN is required

Invalid format - fromDate(The correct format is dd/MM/yyyy)
Invalid format - toDate (The correct format is dd/MM/yyyy)
Invalid value for reverse charge applicable field

Invalid Document Type

Reverse Charge is applicable only for B2B invoices

The document date should be yesterday or today .

Either supplier GSTIN or e-Commerce GSTIN can generate IRN.
The recipient GSTIN cannot be URP, in case of Deemed Export transaction

For intra state transaction IGST Amounts are not applicable for item - {0} ,Only Cgst and Sgst
Amounts are applicable

You have exceeded the limit of number of items

For inter state transaction, CGST and SGST Amounts are not applicable for item - {0}, only
Igst Amounts are Applicable

Invalid HSN code(s)-{0}

Invalid item unit code(s)-{0}

PIN code does not belong to the state - {0}

Please check the Tax Rates for valid values(CGST ,IGST ,SGST Amounts)

For export transaction CGST and SGST Amounts are not allowed for item -{0}
Intra State transaction are not allowed for export transaction

Taxable value of all items must be equal to total taxable value

SGST value of all items must be equal to total SGST Value

CGST value of all items must be equal to total CGST value

IGST value of all items must be equal to total IGST Value

Cess value of all items must be equal to total CessValue

State Cess Value of all items must be equal to total State CessValue

Non Advol Cess Value of all items must be equal to total Non Advol CessValue
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2189 | Invalid total Invoice Value

2190 The recipient Tax type is not valid for this kind of Transaction(exp)
2191 | Original invoice number is required in case of Credit / Debit note
2192 | TotAmt value should be equal to (Qty * UnitPrice) for HSN {03

2193 | AssAmt value should be equal to (TotAmt - Discount) for HSN - {0}
2194 Invalid total item value for HSN - {0}

2195 | e-Commerce Gstin should be TCS

2196 | URP is not allowed for export category

2197  e-commerce GSTIN is mandatory for e-com Transaction

2198 @ Ship details and dispatch details cannot be supplied for transaction type - Regular
2199 | HSN Error

2200 | Invalid state code {0} in dispatch details or ship details

2201 | Invalid Port Code

2202  Invalid Country Code

2203 | Invalid Foreign Currency

2204 Ship details should not be sent in case of transaction type Dispatch-from
2205 | Dispatch-from details should not be sent in case of Ship-to transaction
2206 @ Ship details are required

2207 @ Dispatch details are required

2208 Export details are required

2209 @ Ship details and dispatch details are required

2210  Original invoice number is not required for the document type Invoice
2211 | Supplier and recipient GSTIN should not be the same.

2212 The recipient GSTIN cannot be URP for supply type {0}

2213 | The supplier GSTIN cannot be URP

2214 GSTIN is required For - {0}

2215 | PIN Code and State Code are required - {0}

2216 Trade Name is required - {0}

2217 | Location is required - {0}

2218 The date must be lesser or equal to todays date (or) please check the date format
2219 | The from date should be equal or earlier than the to date

2220 Total discount value cannot be greater than or equal total invoice value
2221 | Select GST Payment for export transaction

2222 StateCess Rate is incorrect for HSN - {0}

2223  StateCess is required for HSN - {0}

2224 e-com Gstin should not be provided

2225 | Incorrect date format in document details

2226 You are not authorised to get IRN data

2227 | SGST and CGST Amounts should be equal for HSN - {0}

2228  Item list cannot be empty

2229  Recipient POS should be other country(96) incase of transaction -{0}
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2230

2231
2232
2233
2234
2235
2236

2237

2238
2239
2240
2241
2242
2243
2244
2245
2246
2247
2248
2249

2251
2252
2253
2254

2255
2256
2257
2258
2259
2260
2261
2262
2263
2264
2265
2266
2267
5001
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This IRN cannot be cancelled because e-way bill has been generated , you can cancel e-way
bill and then try cancelling IRN

Cannot generate e-Invoice as the supplier GSTIN - {0} is SEZ

POS should be other country(code: 96 ) for {0} transaction

Duplicate SI nos are not allowed in items

Invalid SGST and CGST Amounts for HSN - {03.

IGST amount given with HSN -{0} is Invalid

In case of export transactions, the ‘Ship-To’ address should be of the place or port from
where the goods are being exported.

The recipient tax payer of is of type SEZ , CGST and SGST Amounts are not allowed for HSN -
{03
Quantity is required for HSN - {0}

Unit is required for HSN - {0}

Invalid GST rate for HSN -{0}

CGST and SGST amounts with HSN{O} are required for intra state transaction

Recipient POS should not be Other Country(code -96) incase of transaction type {0}

POS should be valid state for {0} transaction

Recipient PIN code is mandatory for transaction -{0}

ShipTo state code should be same as POS for B2B transaction

Recipient cannot be SEZ for - {0} transaction

Recipient should be SEZ for transaction {0}

Recipient has to be URP in case of export transactions

Combination of goods and service items are not allowed for inter state transaction with POS
same as the supplier state

E-Way Bill can be generated provided at least HSN of one item belongs to goods

E-way Bill is not generated for document types of Debit Note and Credit Note and Services.
Vehicle number and vehicle type should be passed in case of transportation mode is Road.
The transport document number and date should be passed in case of transportation mode is
other than Road.

Requested Payload is empty

Invalid Signature

Invalid Credentials for respective IRN

Supplier GSTIN state code should be same as the sate code passed in supplier details
Invalid supplier state code

Invalid recipient state code

Recipient state code should be other country(code: 96 ) for {0} transaction

Supplier statecode and POS should be same for intra state supply but chargeable to IGST
Invalid value for IGSTonlIntra field

Total of other charges in all items must be equal to other charge in Document total.
Recipient GSTIN state code should be same as the sate code passed in recipient details
Cess amount given with HSN -{0} is invalid

State Cess amount given with HSN -{03} is Invalid

Application Error, Please Contact the help desk

BDO India LLP



5002

|IBDO

Request body too large

EWayBill Errors

Error
Code
4000

4001
4002
4003
4004
4005
4006
4007
4008
4009

4010
4011
4012

4013
4014
4015
4016
4017
4018
4019
4020
4021
4022
4023

4024
4025
4026
4027
4028
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Error Description

Status of the IRN is not active

Error ocurred while creating Eway Bill

EwayBill is already generated for this IRN

Requested IRN data is not available

Error while retrieving IRN details

Eway Bill details are not found

Requesting parameter cannot be empty

Requested e-Way Bill is not available

Please enter valid e-waybill number

E Way Bill can be generated provided at least HSN of one item belongs to goods.

E-way Bill cannot generated for Debit Note, Credit Note and Services.
Vehicle number should be passed in case of transportation mode is Road.

The transport document number should be passed in case of transportation mode is other than
Road.

The distance between the pincodes given is too high.

Invalid Vehicle Number

EWayBill will not be generated for blocked User -{0}

Transport document date cannot be a future date

Incorrect date format

Invalid Transporter ID

Provide Transporter ID in order to generate Part A of e-Way Bill
Invalid vehicle type .

Transporter document date cannot be earlier than the invoice date.
vehicle type should be passed in case of transportation mode is Road.

The transport document date should be passed in case of transportation mode is other than
Road.

Vehicle type should not be ODC when transmode is other than road

Invalid User-1d

Duplicate EwayBill for document number - ({0})

Transporter Id is mandatory for generation of Part A slip

Transport mode is mandatory as Vehicle Number/Transport Document Number is given
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SAMPLE JSON

. Generate IRN

Sample JSON for Generate IRN Request:
{

"Data”:

"cwMtQmlx/upJuEgKf TMTQ6RH1s6S0QwWm9SknTMBVYHmM9CFeJCCs40tZZbdf76sP/xpR4K3H5qvf1FmSrIF
w1kmcPG1fSrE+AhZXjicr07dFsFmngugxwcTu
4BScdA75FglolVbvDnDgvzJyg9mDWxMIM3Mkbtt7by5XC9CqVqgqhnPSri9R5UE3PJgVKcMsM3aBewBdNGiQ
[2Z9fITZwCp1l/z6h6pMDd93GT3018nxMsn3
frJfUJZF+VWOLDdaHRYZI06mE30oBELTKgLh6QCLyaa1F+UtwjVCWNCcilnIlOLcr8fYzgOb8hgqe4BoVRxKsccK
128+69Nul3QllvpBywrqz+q1+vhK7bg6WM
T7t0T+8us/LvTSEFdADSOIjFD8PcBQugHPeeHRNyYCIn9MOyEeWwWue+JoXHPIWT4RVQsJdcaEVC2EdXoY
dHQBx9t+PmXCAOpdHNgLVuHMIdHyDVdskznY35
SdvpbA4MgYu40VmYoPYIqlXJBP39/POCiQR6IA1S/YY76n2FB+QqJi1n3ayvvu/WD4k6lY98L96TOSa4ssFOe
1F75axBLE9yyOU2aAJhpahF+Syhj5sLR/m
RxRxD6sy01mLsVthWéua+kRRY4IwGP9dJGmE/Tbnf3FTa4130FyG/At50R5LFh2ckNDzZ2 Jbriv4LZBwoW
hYKTKivPOU60K+terW/Y22k7FWFrwpZpdeUdO
Qj9WAMeL7ghWFSRVYLK1Be3/fP+qGOHFEtAF/z50d4aqztp8NH7jE5jQqFyyRVNOiSVIZFatJErQTp7+/sL4
q2XEkclCqpbQ7ShpgeNMvaqP3Dlz4zhBZEr
VZONvSVjObt1eHexIPibMYNeulFevULQBchd10xwqrZiZyyi+5224N53EVjys8nPiW2ZFBVcEviNsSOWvbInEw
9PgD2iMFVtTFH6hWWOfeEel7ROn5q3jbPX
1D+RUgS0xgdghwhhFliP68XhphWLO0jl/74Nmf8VnUIAWvVJNzGBlcMOgW90HiNNszuhHe /DydlLg11QaCtSLC
cA+Eee0GHQJOCULVNDrwbVwP2N5nVajdzPOU
60K+terW/Y22k7FWFrwpZpdeUdOQj9WAMeL7ghWFSRVY(K1Be3/fP+qGOHFEVfZY1k8+sXFpls6AopkEaX
LXZhkJI0alapVD4nwéaxcAoQQZeBugsfb/Eyy
cglL7Zc8xUSGJj1XZQQcSReiKaNiG2wbmrGnljDJghOGUjMRbI7p+ABlcsJc77BuXC8yYLKxuuGJt2QQ0/mpR
de7bKxerXV6DGbRHqw31Ss9DJgx90090mUi
6RRAonFeD131BO9ajZt8LJ7DFc8xn+Ty13IXxAGEOv2Qqxaall24dxdzhqSLwAtpcED46mWW80g2YLNKkyOLlp
xtylj7riDc8qQQwh/oVbL2gRIKWO1E6ywO7
fLDOMdEL8xQyMgunD7+YRON8k3yYVAcCF4R5XGInR6Rs1kbWtZG6yhUEOdirkOYFoM8z+YbHybPH/Cqiaz
WscK7doyQXtZF8mZvYsLsiCSOkmtclYZniLvhZ
yo5Hddc42V2E;j8fEPL5/GQpS5CD4+xrQli8C1fBZ9KQX3FthAAJOvQ47CmMejpaCXxaLJymmLDrftFV50D/T
0gZ11EGBrxg00QgQLe4eTk5dGaibpZizjr9
eHgSd8WrT3VSs4jWWEBFIli/kLvo1yn6ZZ1RsvofmDgQSQKwCHWDmMDVLWv0j419CPQRfX8X2FgldgQWyUj
uCfF7+P/Qz/DiPND9lQorNEcSbvpAFdf6EbKBF
Lg3fijnBRAbEzu+dIkk6UUedshxlaobliTSCd+wM09y+bmqgLLCzYvmY2FsJb6Eprr+CxM2FJGca+031U3ABJV
QEWYyLYI0Dia7jMZjt07KR/SBDODXCImYur
vzsJKiNKhQYsAtkyldq1MQ4L1PzvhJHWyV4hs7AHrPmztkNFNE2Sg+DgMfsEGYq99j6ZnseW1CI/dbY3bq9B
3yNRcJr5QVfOVWISNE73tTc55MR2RJ6h8wy
70qQX9hhKeYE4EVKOIxlvMuOsypc60Aadwqlp3Pfgiul3UYFBerwHiWTe8meMnJov15VjbTRBq9SHyJLgDHC
0oDM9Gg0x00LIK4C/SjS8hvKXi8Gw87aXITo
lalUhdOLUq6ULVE2CMOeL6tzIRO7DgLFyv+2Th9AjgwC1k3+LPjiEDRS6Xsi0d2XzL21AAQGuUDJapFJNQFDjs
4INDjV7mFahiNQva7SrbHknz0A77wdc/Hb
Rrk5TggcYGgm6UaidlAQEjNNnT88tP11dZaGvqldzKLxDQDDALx7JHGmlalgOPe4su9gFHfQ+PV1k+VBUp5m
9tOYpCHgls57+nk+BW3Q2Dh83ULxFxUYZPN6
M4dI+kGiZA/kNcp13A0ebUPMtKnmiTPFRJoTvjPbyfCRtd3cy6CilfBANYOv9pJ1zhUgYk/NUyMmKIlloQZz
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dFAUEiGFWp2QfTrCcRnh4H6ABSQ4+3eZ5g7
ZiRVUIt5Tkvv8+7bPnRkQJSYtASpmppYtK4ris4lJWr/yMvBazHalLZfusOOF8XMAg7C/E8Jenl6HEb4CceTfPe
Aw44nk5gVMOVzICG/DvTMxDQCqKG5Zt1l yV9dWmplE80bTjkz4k/CzRC/7yN7g=="

h

“Data” JSON corresponds to the data element of Generate IRN Request above

{

"Version": "1.01",

"TranDtls": {
"TaxSch": "GST",
"SupTyp": "B2B",
"RegRev": "Y",
"EcmGstin": null,
“IgstOnintra™: "N"

L

"DocDtls": {
"Typ": "INV",
"No": "DOC/001",
"Dt": "01/08/2020"

2

"SellerDtls": {
"Gstin": "37ARZPT4384Q1MT",
"LgINm": "NIC company pvt ltd",
"TrdNm": "NIC Industries",
"Addr1": "5th block, kuvempu layout",
"Addr2": "kuvempu layout",
"Loc": "GANDHINAGAR",
"Pin": 518001,
"Sted": "37",
“Ph": "9000000000",
"Em": "abc@gmail.com"

2

"BuyerDtls": {
"Gstin": "29AWGPV7107B1Z1",
"LgINm": "XYZ company pvt Itd",
"TrdNm": "XYZ Industries",
"Pos": "12",
"Addr1": "7th block, kuvempu layout",
"Addr2": "kuvempu layout",
"Loc": "GANDHINAGAR",
"Pin": 562160,
"Sted": "29",
"Ph":"91111111111",
"Em": "xyz@yahoo.com"

l

"DispDtls": {
"Nm": "ABC company pvt Itd",
"Addr1": "7th block, kuvempu layout",
"Addr2": "kuvempu layout",
"Loc": "Banagalore",
"Pin": 562160,
"Stcd": "29"
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"ShipDtls": {
"Gstin": "29AWGPV7107B1Z71",
"LgINm": "CBE company pvt Itd",
"TrdNm": "kuvempu layout",
"Addr1": "7th block, kuvempu layout",
"Addr2": "kuvempu layout",
"Loc": "Banagalore",
"Pin": 562160,
"Stcd": "29"
2
"ltemList": [
{
"SINo": "1",
"PrdDesc": "Rice",
"IsServc": "N",
"HsnCd": "1001",
"Barcde": "123456",
"Qty": 100.345,
"FreeQty": 10,
"Unit": "BAG",
"UnitPrice": 99.545,
"TotAmt": 9988.84,
"Discount": 10,
"PreTaxVal": 1,
"AssAmt": 9978.84,
"GstRt": 12.0,
"lgstAmt": 1197.46,
"CgstAmt": O,
"SgstAmt": 0,
"CesRt": 5,
"CesAmt": 498.94,
"CesNonAdvlAmt": 10,
"StateCesRt": 12,
"StateCesAmt": 1197.46,
"StateCesNonAdvlAmt": 5,
"OthChrg": 10,
"TotltemVal": 12897.7,
"OrdLineRef": "3256",
"OrgCntry": "AG",
"PrdSINo": "12345",
"BchDtls": {
"Nm": "123456",
"Expdt": "01/08/2020",
"wrDt": "01/09/2020"
3
"AttribDtls": [
{
"Nm": "Rice",
"Val": "10000"
}
]
}

],
"ValDtls": {
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"AssVal": 9978.84,
"CgstVal": 0,
"SgstVal": 0,
"IgstVal": 1197.46,
"CesVal": 508.94,
"StCesVal": 1202.46,
"Discount": 10,
"OthChrg": 20,
"RndOffAmt": 0.3,
"TotInvVal": 12908,
"TotlnvValFc": 12897.7
2
"PayDtls": {
"Nm": "ABCDE",
"Accdet": "5697389713210",
"Mode": "Cash",
"Fininsbr": "SBIN11000",
"Payterm": "100",
"Payinstr": "Gift",
"Crtrn": "test",
"Dirdr": "test",
"Crday": 100,
"Paidamt": 10000,
"Paymtdue": 5000
5
"RefDtls": {
"InvRm": "TEST",
"DocPerdDtls": {
"InvStDt": "01/08/2020",
"InvEndDt": "01/09/2020"
i
"PrecDocDtls": [
{
"InvNo": "DOC/002",
"InvDt": "01/08/2020",
"OthRefNo": "123456"
}
Il
"ContrDtls": [
{
"RecAdvRefr": "Doc/003",
"RecAdvDt": "01/08/2020",
"Tendrefr": "Abc001",
"Contrrefr": "Co123",
"Extrefr": "Yo456",
"Projrefr": "Doc-456",
"Porefr": "Doc-789",
"PoRefDt": "01/08/2020"
}
]
I
"AddIDocDtls": [

{

"Url": "https://einv-apisandbox.nic.in",
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"Docs": "Test Doc",
"Info": "Document Test"
}
Il
"ExpDtls": {
"ShipBNo": "A-248",
"ShipBDt": "01/08/2020",
"Port": "INABG1",
"RefClm": "N",
"ForCur": "AED",
"CntCode": "AE"

2
"EwbDtls": {
"Transid": "12AWGPV7107B171",
"Transname": "XYZ EXPORTS",
"Distance": 100,
"Transdocno": "DOCO1",
"TransdocDt": "01/08/2020",
"Vehno": "kal123456",
"Vehtype": "R",
"TransMode": "1"

Sample JSON for Generate IRN Response:

{

"Status":"1",
"Data":"kwLp6MJVHAd9fNFOdImSiPg47tF/8l7tFY4Bl6HZqjDjeCHynzZBWhx4WoacWInIX70yABuAmH
x+6lwJEhmWT1UkIcB/Ow731If6roXkcu7Zb
z1quV1ND2aYUtVgefR+FNHmMj+5j2VuJm4pKiGsMiOhgzA7mX25qG2aZm3ggrqflV6xCPel8L5QGvVMBh
hLIFPvIbt1LCOK24vwXWtoW4FKVIF3bFQHJN7LV69VJCz1IpjmE+xlQo8vmgrnjQT/3+
H3SOHh+ftJHMD78ymRSwgAT8p8D3FfrZ9ImyOaLVThzwYnédcsLYYTs+qBhxbPvLWULEFk1cs6Uk2Zd
OtfemDZ6A2yROqYCN4mMJTfpwrdTr+qsende/YJZ0Xt47JGAItOXkg1TI2eAAOE+Nd+8g
dKb63jNASVzpXlohD+QcaVvyFY3SEMXShljgpD+xFT2LhPWgAeLHN3SjStpZMhKrZZ7W415UNsffz2PI5i
K1x6ebGydxpUjyBmYGsxylof /uqsOBglex5j6KjkggUd469J9jMNLhOMb+C/5D8nD
oUtwjsYf3aeL3nhZv4vcKEpoe+1mpxKv70tOcQCcNnVxBhP+4KE3F3mbD36YYwndgwO1QNLNPCa00
4jT+MTQOQcjNHGO3g+XQ9TKB619CENPDH363NPWArIPaQRRsPG+MgtKQLYV1PN96AV7sHGy
wXssHVZxVxfWgYTsNx4m3CSUAXUQEKPObKEY59ZWOmiiAPvcWpTXKQAVwTu/DiA8hvhlHFargkTZ
AFhnjmKz2r6bBCgEuJ845DWruEFEEI+hJsn0UaSpniSXeTNM90jFB+2JJgxvDq/Gd3iADg4
laHN8D4MMz7koRH+kFgEMFTodhvY7zWdHaxpPKOOgEWbJIHc8HNrMoyJa3ThLe9nQhDZRLCn6hlpQ
jOR1FiinUOQqOZBJfCpufon6zwun+AFySAq6NzFb9EKe4q0ydrfnOos+7Cn0Oi4RjEbFk4C
posh5m9717pQ4wX4fQ350yaPxi0dwrZz1WIJaSyRa826iUk2k4xyQ3hOV81QXEUACLatpY092gfq7W0z
UtE8pdgUehvvFR4f/YxQVDOhHp8aKNolp1FnQPfsvfdDtbGwuqKbjCDDZG/dKsiMin+
UEgIb6SYXu3Z3ZBlunYaN/7a67EyGh7YWTw3YCzveAJu7fCVaZlfydVUUhJINfysJi2FdxqnfPv8cHOySc
02cNiO/S67Eu3C10NIwQspRAujZ0oaSaixdtY+ul9TiG8COCjbl060KCVHZAME 1xJk
Qpv9VAGxVQoZ/QMHmMjAE3t4530R1wrgXpbmWR5HZHLLOXsnDB/W95BIx6KzGwl2YpxtZZsaE1pQf
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nip18qUYNT14qTSudZO+vfxsYjJrGacZb/G1cwqJlZrk4rZgxsshAa1MLR33eNYFc1sWWQSI
BgunfLOsPBskRRbyGmZ7qYKi2181DZ/e00i0j19+zzhMUnrYnm3wZnsQ/sxeEFjxq6Jsubc3BKfThB8VPI
3aa4TaRMLJd87MDQTfOMDIDOeY1eJ4TClv3m35/3JzKb23mAxcQxvpo4CeAAFVV60
raSEYmZFR/Ew+PV2LhQg6lynSqgfXBnrTOYXHL9VX6xu2 TMtMvWrh59hcVHtYX3x2MxIc2fs5h3zE+TC
/VE320rZJiakBWq2GJgSO1YbU/yfG/gWzAvxOEw2JYr8oDPOBQdVPby5AL+sqN/nO8m
WprnAPZEIVGGA8QHW5MOjVPAYS0a54xOR6LISxjTXtN+fa7gLSroiecE1bchkBbFWf3gEHICSDbMU6W
2EO0dU/+wcvm1+2jQUK1LkafLWQvkpKZgXUqlfM779r+0lJiJRdq7zgufBhRcd5qYUXhp
nsACdOzDDKkHKHkdacKJkpl7RWZHUWkwuv2zAvTL4JYPuVeWX4BWtvC+Alfo8XeBx9BjGcuOjMM10C
KUqILU/GYI0l6CtJ78PDehD1kTGVSB2h0ZzTwegxRWc5kk8SwoppvaoP4mSsp2Tch8127¢
alCgQ8LBPQBIxg8vLdLG8k/kbrlAL8b+BbMC/E4TDYLlivygM/QKNSZPOny7XE4VR34pAQOSTp/rtnQQU
thEShJRUhAULNK9W 1KyuYXCNEy74laz7b9C9ubygUQ/09nInsmVwrDtaMgvjpLj6M4;j
CZ6BYSJg/0AjuV7yYB+9fz500jDN58qth8fEKe9WktbtqtWGt6xAM3dRzuDgJk6PGeRmM763jYQDeXPa9
HkbjMId8hFfwyi0TOXQ3KdOMg9tmbx4sNCrcj202JJ/sc/cA7FXPHtBrRN5exkDk416l
yC/+vfCj7G8Lu9ar0b8gAJFjhMs96RNUFVX3IQMmMoGEzO8nEF7mEKUN7RANWgyRBUGX+AagykD490L
GOP9iG/U2nwwJtpyWZgWYmT8P74pvm3kAg+hUqTMuKpXFyLzc8S5ypknyMTCcj6Ci1UA+
DoJZjIN9YHhFvc5CmSdJvmilrLdWU4u0sp6jpBMntDIO8WNOp1XPK20JCzTI8RDjBfPX8Xdyv5QuWYn
98DWL58bdpj8My7wcho962mHCnMSMa4EPthQy1VNtSIx776Qd04NKmO/LAOgMctyLrvq
k4nE5ohPaSLwzkn3ue7zel7frx0aXDgDCswWBY10dsq9/EHI4VPLXXTQhTMhmCsYd71xv52DI+k4a3w
Vt1i4iEOHWQMHMuPunjxjQstXz00ZvVP1xUO9FPG6uvvGRz3geXeOU1wpb6UDCHPaeNYd
1Amr2EUxrY4rnMusLIPaDyP/3fomm2SFgmNkigvtMévipvzGjYBpDAwup/Dig/chqztQYEXTYQ8e7hU
oT/iaKNzanodLYhJHjzxKIxQR7bWnKfGMzlacligRJ+3M+m9xq1KaG14H4n0Iq3rBUgB
AjxmqqVYkyJiHEOCx/2K90z+427FNNtaygE5ccUkk/vIlrmRyLj+X80hnYTdPexEQjoN1+pQxtuShTLu
DVJAZXUkJXEdqFmpxas0dPqY2XU7T6+Ddt6YUOArJvYRvlvyUjyd53/Sv+QzzVPg0Qk
HHDFVY6ljvQS+LbEFF2G3JSED3qlFcLIDyoTCxvIPA6U/HdtsdDafNJV6V2Mu9xKZQmvE(2la2Vn1g7U
QBZ3iLgR1VuubfmLONJhjz32+eE5FcUF4CHeOSDWc4472VZp1bV202pYCYVYyplYjXG
OHUmM8BuU5G1+8/plF+fjS5d/88BdRWpuiDfbXp+61F60cwGEKMCqWXsq6ZKbN1TokiFC68eRIWKYW6
alEL3FB8mecDMFmgm9HfVLjtOJh7zUIGYStk2d60wOaUfaYW+2ksJGbgL1fkmEutSKmN10
nNEFDA5cYtdRHamQrkX84H7m3Sp4eiCJ55HTwgKZ4dMFOfkOiO4mw6Du3MbuvIixGVWfZowghjUlZ+e
mAGWA4ABroQmklkfjv5+2+A0fOJqx19ZSA80okj+LgsffyCOhZQJxPfwsvh2ho8a7HVdATCZz
zPDzQtUvyVqPIcfZFrW+6LH4kQc7f/INKPwdYwxTHeMDUr6Pa2YL9b4RWzCMfR4Uh+LghSaAPyyBRe
+JtacY3cETIkk/vYOON3ykQjO9Rp3SIHEKle6jsWy2N6tqT+H6G24vhrQRDFRF1UGHY 1f
2ZxrPOcJmZZvDYzMb5PEIMjZHOUjCW+XZJfW15x6bBcD3mgJEOp3WvdKH4KVR7Ua0pNqygkfxdqUt
y1mvEpLhOd9Af5XIGFa8HA+KBW94DeY00AalPLdOAkaihOMr7ujVOrQH5dN5YzlkEooWte
QgAJNGUWjyGdu1aP3+7GdKq+rBd8MJHcxMF4DxZRc5yFszRpOe+PBw8tJ5HJGK40RxG2rXfwd5EPX
ZKiPWUNQHRNi2JTumM38j+R/5FbdzXszQzNW4tGlrpb1tlotgLvL3sfY7Ev/rfYTPfPLLY
nZCnhnVMB35n+PKQ2mYYMDROBIEU4FOmon+qY6ds8Pr5NEx0JycRa9AjalORewAIMDQMJT+r5MpZo
rEKAuéygVaC76eb2fZcu/xfX9VMHnwnacBgy7owwXe1PSI0U7gVq4jRgGp2s140891tBs9
lgg9nDUhHrfgKayyRvB5rH+tItJONE54qYjUHKGpIYFtiVC2phP2gNWDLgIwNZVBYFjZfNx1gDQA5q+W
05VYwqvch99l0D1wpAThqg/cs7vhYW953/8xVU9frQoLWUsVHMKKvnYm/tp2a2ZIlv939n
dSj/F/Y/rsJdeSFxd09nvpjlxMYboxVJ50vAcIRilHOfpvZQBSYyeNFED1XRUbkuLi/EDLA1pEJ4zUlaMn
EghB9FNEiapWGj+kVkAzirtyG1LQjZgtNaMagc5Jg53x91n6b2UAUMMNjRRA9VOVG
5Lk2Hdz5Z80HhQFTONn1TsdbVYEPbSShNVA1LDIYvaBRiD2B/q4Who1blumlyLkdzVshn+581r5qYoQOp
XtyZpZYdD17LzHPY2CeM9D3a6LJuLTbUF75MFonPbStVNnxdk/eRUMNNIotTG1VsDZB
890EK1ZgRt+0odsq7mUkXDR6GBFaxQGE38ptBIASA/pAzPudmtLArG89/kDSosZ3M/Ob+w1CzbWc/tL
vRmyiDipORO0zc0zgm4VaXuqgbigEmzDSL5IqvuFNLXaF675871asXKBI8dPSOaGFSAwWwbT
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WTw8nTnIDh0O3I6vCFjDnPTMuTVZ61HpkquBvZcJucaksckeWGpquWd5Jla4Roln+C10kcmwouTfFP
WmGpxDvy6Q00z127BgT70mPs+VKEAMAM10K+YRLlgleU+GES+BmjfVj8ABYZCdAHMOQ+Ge8
KURIMhiK3ZtooJlsBgobE6JIT4xulHB/mSqdtht93zbjbL5U7IKpksIH5lhCXbhgq7Vnd09KVO8V3shgXk5
7TWBNaQmBf13BzO0KJEazO0obBIXsHWfdtSGzdP4lFbgOFccIMIP1GNs8qzGEL5j
x0ifAHBDOZcmu3e0giZTXd73qlIP5IBCxjSkiSoQJGTQ5p65PRc5IDHOpzsZEODINWAFjF+QRiepVglyac
bLde0BssUB6baae1gj1hY7b8uizxq5TUCtL7dLRFNm7rwpoémzvaedizgF1FNfF8dT
QLSr1P9xbo8mgyy4++WZ0cezEHzD5GFEBSah3UzNbjxPq451jc4BCnYKnbY9CSKIFyqR6z329EMfg2W
FrdckiyPw78Z4THhKN530nFZgsoln75mYYcSiq/gk5LOwlsi8qlxleXJ5phzNZZ70U3s
c2lUm4Ekg/MwT9hy2ey8If2Fuuy1dsDW3t+y62X3+0Hh+PwnulGbHVNOovBMTWPto+rUQIBDt/4excD
QpuDgth04whmQyl2FBdfCYiSjGALhSxvIMiUhkQzLPREbdnphuTzAWOdeleQ7fS10LUA
YJ5d18g49120XQ6dIN5INfysJi2FdxqnfPv8cHOySc02cNiO/S67Eu3C1oNIwcPjLYWw/wNsw714HgKcO
+Cug0SWCgxulL/+QPSD6CDNBpoqZFC/FmGFI+BwVc7DIM74caiShG9P3ctotQs41xAb
8Pxba5ndOUOELYDP96NQvFVbHFdjVFeF/pi8hM30Ep4EdYRtjjtzimRntyKINkeVHMKKvnYm/tp2a2Zl
v939nEkC4elRQ4M+WmEENVUa1EyuuWEX9HKqQEeTOEUQbApYmLsBJLH/B66vC7VNvJOq
ohgW0du+U90cYgvHVEbRwWL/fYQZ6eu9FXMQ2zvcydoCRLluiaECIufY5rpradvu3W55XqoH57gwG5GYe
pz+a5a0ttjQjHGbyLC107Bf7reyjKbbIWFH2c/GaiU5utk9LABc9z5vWftd11+WmsObJ
2YQ+1VhFcs2NPUGOsIHfX/VJLV6upgl95PHECM/xyVihK1Vncs3W+NNIFYMztq6Kgx9IRg8n3k5wwijie
+sqfz/gMmFtTOUB/pLIT70isNFiToRb40hdVpt5aaof/DinQyAlHfhmOGcYof88bHsp
Q6d5Fa1KeD2hjiPw2mY9fAzNSr1FxozUQRyIVrcfDLEUAmMGgESTP8T710uic7XgKf4yKzQbugmUj88Zi5
oJMNflrcsoadyNzSLYfPaXvALXStiSeJjN5+6RAv6sINBLi4ItbB3vj1xvOmP7PBBMq
8rEuSoKxslAJ6UydYxEiaddmtFsY5fjE/HOVI7DCOu2nx2ULRYYINRfz1vvvplVPKvwwLX9q5eMTyWIN3
aJLJxq7B4PkmKlaiAgsD/ftQXJbwIRWDIUqlbBQBYoRa/oE+u/JLRU1uYis7HqgilDm
uD6n02z0anS/VwuDhNm3dwqySLKjNfQNVG2JEZvBhPuvArxxLSfUTcgMe9m2N/fnJ4nZi2HigytRJbw
0JQZGHw8HOQj3iEWebNKITkVqJfIKF5RBAaaB2J",

"ErrorDetails": null,

"InfoDtls":"<alert message >"

3

“Data” JSON corresponds to the data element of Generate IRN Response (Success) above

{
"AckNo":16100028677,
"AckDt":"2020-02-29 15:20:00",
"Irn":"e2948668b7126f1e27240fcec2e28d891347120b4445f39156a28b9fdc8be4b8",

"SignedInvoice":"eyJhbGciOiJSUzI1NilsimtpZCI6IJEXNUYONDI2NjE3QTc5MzhCRTFCQTA2REJFRTkxQTQyNz
UANEVEQUIILCJ0eXAiOiJKV1QILCIANXQIOiJFVjIFSm1GNmMVUaS1HNkJOdnVrYVFuVOU3YXMifQ.eyJkYXRhljo
ielwiQWNrTm9cljoxNjJEwMDAyYODY3NyxclkFjaOROXCI6XClyMDIWLTAyLTISIDE10jlwOjAwXClsXClJcmb5cljp
clmUyOTQ4NjY4YjexMjZmMWUyNzIOMGZjZWMyZTI14ZDg5MTMONzEyMGIONDQ1ZjM5MTU2YTI4YjImZG
M4YmUOYjhclixcllZlcnNpb25cljpcljEuMDBclixcllRyYW5EdGxzXCl6e1lwiVGF4U2NoXCI6XCIHU1RclixclIN1cF
R5cFwiOlwiQjJCXCIsXCISZWdSZXZcljpclk5cIn0sXCIJEb2NEdGxzXCl6e1wiVHIWXCIEXCITIZclixclk5vXCI6EXCIxX
ClsXCJEdFwiOlwiMDEvMDIVMjAyMFwifSxclINIbGxlckRObHNcljp7XCIJHc3RpblwiOlwiMjIBVOdQVjcxMDdCM
VoxXCIsXCIMZ2xObVwiOlwiVFJBREVSU1wiLFwiVHIkTm1cljpcllZpa2FzZXhwb3J0c1wiLFwiQWRKkcjFcljpclk)
BTkdBTE9SRVwiLFwiQWRkcjJcljpclk)BTkdBTE9SRVWIiLFwiTG9jXCI6XCICTkdclixclIBpblwiOlwiNTYwMDYwX
CIsXCITdGFOZVwiOlwiSOFSTkFUQUtBXCIsXCJQaFwiOlwiOTczODk3MTk3MFwiLFwiRW 1cljpcinZpa2FzQGdt
YWIsLmNvbVwifSxclkJ1eWVyRHRsc1wiOntclkdzdGluXCI6XClzMkRIVVBQMTE3NUcxWijFclixclkxnbE5tXCI6X
CJuYW1IXCIsXCJUcmRObVwiOlwidHJhZGVyc1wiLFwiUG9zXCI6XClyOVwiLFwiQWRkcjFcljpclmFkZHIxXCIsXC
JBZGRyMIwiOlwiYWRkcjJclixclkxvY1wiOlwiYmFuZ2xvemVclixclIBpblwiOlwiNjczNTIyXClsXCJQaFwiOlwiOTcz
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ODk3MTk3MFwiLFwiRW1cljpcllZJSOFTQEdNQUIMLKNPTVwifSxclkRpc3BEdGxzXCl6elwiTm1cljpcim5hbW
VclixclkFkZHIXXCI6XCIhZHJIc3NzXCIsXCIBZGRyMIwiOlwiYWRkecmVzc1wiLFwiTG9jXCI6XCJsb2N0aW9uXCls
XCJQaW5cljpclju2MDYwMFwiLFwiU3RjZFwiOlwiMDFcIn0sXCJTaGIwRHRsc1wiOntclkdzdGluXCI6XClyOUF
BQKNLMTg4NEExWIFclixclkxnbE5tXCI6XCIsZWdhbFwiLFwiVHIkTm1cljpcInRyYWRIXCIsXCIBZGRyMVwiOlw
iYWRYZXNzXCIsXCJBZGRyMIwiOlwiYWRkecmVzc1wiLFwiTG9jXCI6XClsb2NhdGIvblwiLFwiUGIuXCI6XCI1NjA
wNjBclixclINOY2RcljpcljEwXCI9LFwiSXRIbUxpc3Rcljpbe1wiSXRIbUSvXCI6EMSxclINsTmIcljpcljFclixclklzU2Vy
dmNcljpclk5clixclIByZERIc2NcljpclnNOZWVsXClsXCJIc25DZFwiOlwiMTAwWMVwiLFwiQmFyY2RIXCI6XCI3OD
hclixcllFOeVwiOlwiMIwiLFwiRnJIZVFOeVwiOlwiOFwiLFwiVW5pdFwiOlwiQkFMXCIsXCJVbmIOUHJpY2Vcljox
MDAsXCJUb3RBbXRcljo1NDIsXCJEaXNjb3VudFwiOjQ1LFwiUHJIVGF4VmFsXCI6NSxclkFzcOFtdFwiOjcsXCIHc
3RSdFwiOjUsXCJJZ3NOQW10XCI6NSxclkNnc3RBbXRcljolLFwiU2dzdEFtdFwiOjUsXCIDZXNSdFwiOjUsXCIDZ
XNBbXRcljo1LFwiQ2VzTm9uQWR2bEFtdFwiOjUsXCITdGFOZUNIc1JOXCIENSxclINOYXRIQ2VzQW10XCI6NSx
clINOYXRIQ2VzTm9uQWR2bEFtdFwiOjUsXCIPdGhDaHInXCI6NSxclIRvdEIOZW1WYWxcljo1fSx7XCJJdGVETm
9cljoyLFwiU2xOb1wiOlwiMVwiLFwiSXNTZXJ2Y1wiOlwiTlwiLFwiUHJKRGVzY1wiOlwic3RIZWxclixclkhzbkNkX
CI6XCIXMDAXXCIsXCICYXJjZGVcljpcljcAOFwiLFwiUXR5XCI6XClyXClsXCIGemVIUXR5XCIEXCI4XCIsXCIVbmIOX
CleXcJCQUxclixcllVuaXRQemljzVwiOjEwMCxclIRvdEFtdFwiOjUOMixclkRpc2NvdW50XCI6NDUsXCJQcmVUY
XhWYWxcljolLFwiQXNzQW10XCI6NyxclkdzdFJOXCI6NSxclklnc3RBbXRcljo1LFwiQ2dzdEFtdFwiOjUsXCITZ3
NOQW10XCI6NSxclkNIc1JOXCI6NSxclIkNIcOFtdFwiOjUsXCIDZXNOb25BZHZsQW10XCI6NSxclINOYXRIQ2VzU
nRcljo1LFwiU3RhdGVDZXNBbXRcljo1LFwiU3RhdGVDZXNOb25BZHZsQW10XCI6NSxclk90aENocmdcljolLF
wiVG90SXRIbVZhbFwiOjV9XSxcllZhbERObHNCcIjp7XCIBc3NWYWxcljozLFwiQ2dzdFZhbFwiOjMsXCITZ3NOV
mFsXCI6Myxclklnc3RWYWxcljozLFwiQ2VzVmFsXCI6MyxclINOQ2VzVmFsXCIENSxcllJuZE9mZkFtdFwiOjUsX
CJUb3RJbnZWYWxcljo1fSxclkV4cERObHNCcljp7XCITaGlwQk5vXCI6XCIxMjNclixclINoaXBCRHRcljpcljEyLzAyL
zIwMjBclixclIBvenRcljpcljEyXClsXCISZWZDbG1cljpclk5clixclkZveckN1clwiOlwiMTIzXClsXCIDbnRDb2RIXCI6X
ClxMIwifSxclkV3YkRObHNCcljp7XCJUcmFucOlIkXCI6XClyOUFXR1BWNzEwWNOIXW;jFclixcllRyYW5zTmFtZVwiOl
wiVKILQVNFWFBPUIRTXCIsXCJUcmFuc01vZGVcljpcljJclixclkRpc3RhbmNIXCI6XCIxMDBclixcllRyYW5zRG9jT
m9cljpcljlclixcliRyYW5zRG9jRHRcljpcljAyLzAyLzIwMjBclixcllZIaE5vXCI6EXCILQTEyMzQINIwiLFwiVmVoVHIw
ZVwiOlwiMIwifX0iLCJpc3MiOiJOSUMIfQ.T-kMNvkO-
uGz_2XUlgQwoalgjiCCyMPpjY__05R2EVvrkYqiS1sla_IHj-6u8iZ1tQPeFg4eG-BelCZuX0O8-
0Dgtb_60zyBJFICkbadYUJycnDdbxpkH2KxEWgtUghxcAsKffEByTkZpuSNLV863c9aF1hmTIhLMN6I2cuCE7Pd
2x0S8h1kHZhX1y-EycRsbO0awD686vg09JpVa90geQSavvnHLFjJhURqDA3vICQeZLdob7_GFEKDFrTITPOM-
nK7PXibNrlATUNtZifXc7WrjDz3gwrnwLrHofR2Y9fJQI8Cr14t-KuDxeeKs0OeXVJiomoovj-S_f uCKI8u6QA",

"SignedQRCode":"eyJhbGciOiJSUzI1NilsImtpZCI6ljEXNUYONDI2NjE3QTc5MzhCRTFCQTA2REJFRTkxQTQyNz
UANEVEQUIILCJ0eXAiOiJKV1QILCIANXQIOiJFVjIFSm1GNmMVYUaS1HNkJOdnVrYVFuVOU3YXMifQ.eyJkYXRhljo
ielwiU2VsbGVyR3N0aW5cljpcljl5QVdHUFY3MTA3QjFaMVwiLFwiQnV5ZXJHc3RpblwiOlwiMzJESVVQUDExX
NzVHMVoxXCIsXCJEb2NOb1wiOlwiMVwiLFwiRG9jVHIWXCI6EXCITIZclixclkRvYOROXCIEXCIwMS8wMi8yMDI
wXClIsXCJUb3RIbnZWYWxcljo1LFwiSXRIbUNudFwiOjlsXCINYWIuSHNuQ29kZVwiOlwiMTAwWMVwiLFwiSXJu
XCI6XClIMjkOODY20GI3MTI2ZjFIMjcyNDBmMY2VjMmUyOGQ40OTEzNDcxMjBiINDQONWYzOTEINmMEYOGI5Z
MRjOGJINGI4XCI9liwiaXNzljoiTkIDIN0.X5ahZ55ItNTVmM8AteRwvUBBrSwIKGCuMvAz5XbcnC8ISRCmmkGA
IXiBY6KZbMLz2XpzD5UNOpXXSEx-dNvzo6UbHD_hcBzY_[IHHWobch-
5F0YDa49iw6KQPfDnPPSJ23gn1b5sowUnVB58U8 Hd91ADb_DglYgzNc7-
clviQMnRsYC3XRA4PWPyHI2dtwlyVxVQKWsOYG5NJnLPRpiB6FbdVLk-23YSH-I-
wlzPOkZLIkkruKKGUGwQc6BD6311c48ZVHY3J98f5DMEgNAvIhbdI516s2IvPgus1LixEItMZKAIXIcLLtYCQ26Zj
DBbRYI1hEw_DEuK3vOFXERs3g",

"Status":"ACT",

"EwbNo":0,

"EwbDt":null,

"EwbValidTill":null

JSON (in case of error)
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{

"status”: "0",

"Data": null,
"ErrorDetails":"<Errors JSON >",
“InfoDtls": "<alert message >"

h

2. Cancel IRN
Sample JSON for Cancel IRN Request:

{Data":"VOnSWU1Z71ddSCLB/1QN1uRIxQg09NQvLd3wrid1pr/zauSkhHK9Kp3fHRzizoQ4lONdFeGMt
SeZu5SN8qGb7h1IPEBCDOWMdkhFhclk+z3NQ3izPsqOhbNglo/hDgw+/dMZuC7b4lzOtiE14JTzxZ5Ue
Z1++5NKHRKBQqsvFADMyFBETeQTZMpBYge//iNOg’’}

“data” JSON corresponds to the data element of Cancel IRN Request above
{"Irn":"a5c12dca80e743321740b001fd70953e8738d109865d28ba4013750f2046f229","CnlRsn":"1 ",
"CnlRem":"Wrong entry"}

Sample JSON for Cancel IRN Response:

{'status":"1","data":"<Encrypted response>","ErrorDetails":null,"Info":"<alert message in base 64
encoded format>"}

“data” JSON corresponds to the data element of Cancel IRN Response (Success) above

{
“Irn":"a5c12dca80e743321740b001fd70953e8738d109865d28ba4013750f2046f229","CancelDate":

2019-12-05 14:26:00"}
JSON (in case of error)

{ "status": "0","Data": null,"ErrorDetails":"<Errors JSON in base64 encoded format>","info":
"<alert message in base 64 encoded format>"}

3. Get E-Invoice Details
Sample JSON for Get E-Invoice Response:

{"status":"1","Data":"ewOKCSJId2F5QmlsbE5vIjogMTIZNDU2Nzg5LAOKCSJId2F5QmIsbERhAGUIOiA
MTYgLyAwOSAVIDIWMTcgMTA6IDMWOIAWMCBBTSINCnO="}

JSON corresponds to the data element of GET e- Invoice Response (Success) above

{
"AckNo":17100000054,

"AckDt":"2019-12-25 12:03:00",
“Irn":"d056a57cc7cfcc6c9230aa0014e439259d0dc57cfadeea2326253011fd53ea7e”,
"Signedinvoice":"eyJhbGciOiJodHRwOi8vd3d3LnczLm9yZy8yMDAXLzAOL3htbGRzaWctbW9yZSNyc
2Etc2hhMjU2liwia2lkljoiRTc4MDhFNKkZGMDNFMTMyODUzMzBCMDQxQ
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jNFMEEZQUVDNDc4MTMyMClIsInR5cCl61kpXVClsing1dCl61jU0QO9iX0EtRXIoVE1MQkJzLUNqcnNSNEV
5Q5J9.eyJkYXRhljoie 1TwiQWNrTm9cljoxNzZEwMDAWMDA1NCxclkFjaOROXCI6XClyMD
ESLTEYLTI1IDEyOjAzOjAWXCIsXCJUYXhTY2hcljpudWxsLFwiVmVyc2lvblwiOlwiMS4wXCIsXCJJcm5c
1jpclmQWNTZhNTdjYzdjZmNjNmM5SMjMwYWEWMDEOZTQzOTI1OWQWZGMIN2ZNmMYTRIZWEY
MzI2MjUzMDEXZmQ1M2VhN2VclixclRyYW5EdGxzXCl6e1wiQ2F0Z1wiOlwiQjJCXCIsXCJISZWASZXZcl
jpcllJHXCIsXCJUeXBcljpcllJFIFwiLFwiRWNtVHJuXCI6XCJOXCIsXCJFY21Hc3Rpbl
wiOlwiXCJILFWiRG9jRHRsc1wiOntclR5cFwiOlwiSUSWXCIsXCJOb1wiOlwiZG9jL3Rlc3QxXCIsXCJEd
FwiOlwiMjAxOSOxMSOyOFwiLFwiT3JnSW52Tm9cljpcljEyMzMyMTEyMzMyMTEyMzJc
IN0sXCJTZWxsZXJEdGxzXCl6e1wiR3NOaW5cljpcljl5QUFHUEI4Njc4TDFaMVwiLFwiVHJKTm1cljpcll
RyYWRUEShbWUxXClsXCJCbmO9cljpcljFclixclkJubVwiOlwiXClsXCJGbG5vXCI6XC
JclixclkxvY1wiOlwiTG9jYXRpb25clixclkRzdFwiOlwiXClsXCJQaW5cljo1NjAWNDMsXCJTAGNKXCI6Mj
ksXCJQaFwiOm51bGwsXCJFbVwiOlwiYWJjQHh5ei5jb21cIn0sXCJCdXIlckRObHNc
1jp7XCJIHCc3RpblwiOlwiMjBQUAQQjg2NzhMMVoxXCIsXCJUcmRObVwiOlwiVHJhZGUgTmFtZTFclixc
IkJub1wiOlwiMVwiLFwiQm5tXCI6XCJclixclkZsbm9cljpcllwilLFwiTG9jXCI6XCIMb2
NhdGlvblwiLFwiRHNOXCI6XCJclixclBpblwiOjU2ZMDAOMyxcIINOY2RcljoyOSxclBoXCl6bnVsbCxclkVt
XCI6XCJhYmNAeHI6LmNvbVwifSxclkRpc3BEdGxzXCl6e1wiR3NOaW5cljpcljl5
QUFHUEI4Njc4TDFaMVwiLFwiVHJKTm1cljpcim5hbWUgXCIsXCJCbm9cljpcljEyM1wiLFwiQm5tXCl6
XCJclixclkZsbm9cljpcljJclixclkxvY1wiOlwibG9jYXRpb25clixclkRzdFwiOlwiXC
IsXCJQaW5cljo1NjAWNDMsXCJTAGNKXCI6MjksXCJQaFwiOm51bGwsXCJFbVYwiOlwiYWJIDQFhZWi5D
T01cIn0sXCJTaGlwRHRsc1wiOntclkdzdGluXCl6XClyOUFBR1BCODY30EwxWjFclixcllRy
ZE5tXCI6XCJuYW1UFwiLFwiQm5vXCI6XCIxMjNclixclkJubVwiOlwiXCIsXCJGbG5vXCI6XClyXCIsXCIM
b2NcljpclmxvY2F0aW9uXCIsXCJEc3RcljpcllwiLFwiUGluXCI6NTYwMDQzLFwiU3
RjZFwiOjI5LFwiUGhcljpudWxsLFwiRW1cljpcImFiQOBYWVouQO9INXCJIILFwiSXRIbUxpc3Rcljpbe1w
iUHJKTm1cljpclldoZWFOXCIsXCJQcmREZXNjXCI6XCIXaGVhdCBKZXNjXClsXCJlc25D
ZFwiOlwiMTAWMVwiILFwiQmFyY2RIXCl6bnVsbCxcllFOeVwiOjEsXCJGecmVIUXR5XCl6bnVsbCxcllVua
XRcljpclktHU1wiLFwiVW5pdFByaWNIXCI6MCxclIRvdEFtdFwiOjAsXCJEaXNjb3VudF
wiOjAsXCJPdGhDaHJnXCI6MCxclkFzcOFtdFwiOjAsXCJDZ3NOUnRcljozLFwiU2dzdFJOXCl6Myxclklnc
3RSAFwiOjAsXCJDZXNSdFwiOjAsXCJDZXNOb25BZFZhbFwiOjAsXCJTAGFOZUNIc 1wi
OjM2LFwiVG90SXRIbVZhbFwiOjlzZNDMyfVOsXCIJWYWXEdGxzXCl6e1wiQXNzVmFsXCI6MTAsXCJDZ3
NOVmFsXCI6MixclINnc3RWYWxcljoyLFwiSWdzdFZhbFwiOjAsXCJDZXNWYWxcljowLFwiU3
RDZXNWYWxcljowLFwiQ2VzTm9uQWRWYWxcljowLFwiRGlzY1wiOjAsXCJPdGhDaHJnXCI6MCxcIIR
vdEludlZhbFwiOjBILFwiRXhwRHRsc1wiOntclkV4cENhdFwiOlwil0VaXClsXCJXdGhQYXlc
Ijpclk5clixcliNoaXBCTm9cljpcllwil Fwil2hpcEJEdFwiOlwiMjAxOSOxMSOyOFwiLFwiUG9ydFwiOlwi
XCIsXCJJbnZGb3JDdXJcljoyMzQONSxclkZvckN1clwiOlwiQkRUXCIsXCJDbnRDb2
RIXCI6XCJCRFwifSxcliBheURObHNCcIjp7XCJOYW1cljpcllwiLFwiTWIkZVwiOlwiQOFTSFwiLFwiRmluS
W5zQnJcljpcliwiLFwiUGF5VGVybVwiOlwiMTAWMVwiLFwiUGF55W5zdHJcljpcllwi
LFwiQ3JUcmb5cljpcliwiLFwiRGlyRHJcljpcllwiLFwiQ3JEYXlcljoyLFwiQmFsQW10XCléMixcllBheUR1Z
UROXCI6XClyMDESLTEXLTI4XCIsXCJBY2NORGVOXCI6XCIxMFwifSxcllJIZkRObH
Ncljp7XCJJbnZSbWtcljpcljBclixclkludINORHRcljpcljIwMTktMTEtMjhclixclkludkVUZEROXCI6XClyMD
ESLTEXLTI4XCIsXCJQcmVjSW52Tm9cljpcllwil FwiUHJLYOludkROXCI6XCly
MDESLTEXLTI4XClIsXCJJbnZSZWZOb1wiOlwiMFwiLFwiUmVjQWR2UmVmXCI6XCJclixcllRIbmRSZWZ
cljpcliwilFwiQ29udHJSZWZcljpcljEwXCIsXCJFeHRSZWZcljpcljJclixcliByb2pSZW
ZcljpcllwilFwiUE9SZWZcljpcllwifX0iLCJpc3MiOiJOSUMIfQ. 110jejFOWOrYOCPwIb60QsSBYilvFSNHZ
qQJHYOsFt7txrpAvLICE04CDNUhPZGWZ6leERu0Y2ScXKNIsCIMQR_9dcOE_fmsa
N5XUscxBV3ngPNIkusFcmzjxu59sT8MzcaFgDWfgHunkA-
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kIW40M70Vy6HtL5el0zbmNoZpdl2yB1Fxfx5AF_vcDvIVWV2u6i39XQOKATSbkTAVStdXHix2hEOTIHtH
B9Tqt7i9umNPJc_Uf5Kpn4q HiOPVFT2uxhw1N7blU0Occ-
PDIgzILk2VnLb2Zko7wSgYAMrf5G1hn50p4lbyQe9EwxOPcvJPjJBJsoOmFTbxd1IRgewm7g",
"SignedQRCode":"eyJhbGciOiJodHRwOi8vd3d3LnczLm9yZy8yMDAXLzAOL3htbGRzaWctbW9yZSNy
c2Etc2hhMjU2liwia2lkljoiRTc4MDhFNkZGMDNFMTMyODUzMzBCMDQxQjN
FMEEzQUVDNDc4MTMyMCIsInR5cCl6lkpXVClsing1dCl61;U0Q09iX0EtRXloVE1MQkJzLUNqcnNSNEVS
QSJ9.eyJkYXRhljoie1wiU2VsbGVyR3N0aW5cljpcljl5QUFHUEI4Njc4TDFaMVwilLFwi
QnV5ZXJHc3RpblwiOlwiMjlBQUAQQjg2NzhMMVoxXCIsXCJEb2NOb1wiOlwiZG9jL3RIc3QxXCIsXCJE
b2NUeXBcljpclklOVIwiLFwiRG9jRHRcljpcljIwMTktMTEtMjhclixcllRvdEludlZhbF
wiOjAsXCJJdGVtQ250XCI6MSxclk1haW51c25Db2RIXCI6XCIXMDAXXCIsXCJJecm5cljpclmQwWNTZhNTd
jYzdjZmNjNmM5MjMwWYWEWMDEOZTQzOTI1OWQWZGM1N2NmMYTRIZWEYMzI2MjUzMDEXZmQ 1
M2VhN2VcInOiLCJpc3MiOiJOSUMIfQ.UbnWZAI_lq9s9JK8_MovcmjpMPlJnv2-
4qGkiXegggQbry_0fJxjwaR8fwCjK_-
HVeMujnw8C7F31TrxKlg5RsdDMzAvLrCNEOK3QKkNHGczbvyxhJO2VRFL
1wrQoArxSW1RiyGssLSbH_4tdQ6vkeOnSUajXRXvXX2yUel01CyLsbf2FDNIg46MrDmka5RPNGpOdCx4
uX2gkmsCx0YbOCK;jqFI176sTbxOQDHQtRCAfJOlI6dwwggVkfnC3p2F-x6GhEls_7GVsFg1
Z6k4A_aB89c3N6CaWfe8DOQEJTjWaPggMUa2-1hDE10ODTBcllLcOwB-8jT971hZWgtBubUzFg",
"Status":"ACT"

3

JSON (in case of error)

{

"status”: "0",

"Data”: null,

"ErrorDetails":"<Errors JSON in base64 encoded format>",
"info": "<alert message in base 64 encoded format>"

3

On decoding (Base64), the “ErrorDetails” attribute above, the following JSON array can be
obtained

[{
"ErrorCode": "110",

"ErrorMessage”: "Invalid Client-ID/Client-Secret”

i

. Get GSTIN Details
Sample Json for GetGSTIN (GSTIN details)

Get GSTIN Response
{

"status”:"1",
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"data":"pq04DZbmV374giihBU2i8lyAlwstG5K0jajoEwb5H9Cy33aEji2ZMAnSauFeTduDgin/WASDoWo
T9rx04Z4fNZ40NgFMq4QqqtqOXXpd7agsl13wX0IW3EwuMpncLAm6cu5J9aylFY1ULRmMQpy/al9js/x
nWcVzDdjEYXW3+0sYwB+jk4XX7jynDbtaSIHXc4", "rek": "ieJ8YYyua7HW9tpJc7HtNirzoQAS5kMPIi+

KEUOyvEgWGDsjNkiwEB76t4u5rai7”,"hmac”:"mFJ+10FDKg233BLYP9QZjHN+mLJd9YCGz7JJWqwN

6no=",

"ErrorDetails": null,

"Info":"<alert message in base 64 encoded format>"

3
"data" JSON (corresponds to the data element of GetGSTIN Response (Success))

{
“gstin":"29AKLPM8755F1Z2",

"tradeName":"XYZ Traders",
"legalName":"NICTEST",
"address1":"SOME STREET",
"address2":"SOME CITY",
"stateCode":"29",
"pinCode":"560079"

JSON(in case of error)

{

"status”: "0",

"Data”: null,

"ErrorDetails":"<Errors JSON in base64 encoded format>",
"info": "<alert message in base 64 encoded format>"

3

On decoding (Base64), the “ErrorDetails” attribute above, the following JSON array
can be obtained

[{
"ErrorCode": "110",

"ErrorMessage”: "Invalid Client-ID/Client-Secret”

Hi

. Generate EwayBill by IRN:
Sample JSON for Generate EWB from IRN Request:

{

"Data”:
"cwMtQmlx/upJUuEgKf TMTQ6RH1s6SOQwWmMI9SkNnTMBVYHM9CFeJCCs4otZZbdf76sP/xpR4K3H5qvf1F
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mSrIFw1kmcPG1fSrE+AhZXjicr07dFsFmngugxwcTu
4BScdA75FglolVbvDnDgvzJyg9mDWxMIM3Mkbtt7by5XC9CqVqghnPSri9R5UE3PJgVKcMsM3aBewBd
NGiQ/2Z9fITZwCp1l/z6h6pMDd93GT3018nxMsn3
frJfUJZF+VWOLDdaHRYZI06mE30BELTKgLh6QCLyaa1F+UtwjVCWNCcilnIlOLcr8fYzgOb8hge4BoVRxK
sccK128+69Nul3QllvpBywrqz+q1+vhK7bg6WM T”

3

“Data” JSON corresponds to the data element of Generate EWB by IRN Request above
{
“lrn": ™,
"Distance": 100,
"TransMode™: "1",
"Transld":"12AWGPV7107B1Z1",
"TransName": "trans name",
"“TrnDocDt": "01/08/2020",
"TrnDocNo": "TRAN/DOC/11",
"VehNo": "KA12ER1234",
"VehType": "R"

Sample JSON for Generate EWB by IRN Response:
{"status":"1","data":"<Encrypted response>","ErrorDetails":null, "Info":"<alert message in base 64
encoded format>"}

JSON corresponds to the data element of Generate EWB by IRN (Success) above
{

"EwayBillNo": 111008683051,

"EwayBillDate":"2020-04-24 11:28:00",

"ValidUpto":"2020-04-26 23:59:00"

3

JSON (in case of error)

{

"status”: "0",

"Data”: null,
"ErrorDetails":"<Errors JSON >",
"InfoDtls": "<alert message >"

3
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6. Cancel EwaysBill:
CANCEL E-WAY BILL Request

{
"action":"CANEWB ",

“data":"eyAgDQoiZXdiTm8iOiAXMTEWMDA2MDKyODIsDQogImNhbmN
(bFJzbkNvZGUiOiAyLAOKImMNhbmNLIbFJtcmsiOiAiQ2FuY2Vsb GVKIHRoZSBvemRIciINCnONCg== "

3

“data” JSON (corresponds to the data element of Cancel E-WAY BILL Request)
{

"ewbNo": 111000609282,

"cancelRsnCode": 2,

"cancelRmrk": "Cancelled the order"

3

Sample JSON (Response)

{

"status”:"1",
"data":"ewOKCSJld2F5QmlsbE5vljoglJEXMTAWMDYwOTI4MilsDQoJim
NhbmNIbERhdGUiOiAIMTUVMTIVMjAXNyAxMTozN TowMCBBTSINCnO="

}

“data” JSON (corresponds to the data element of Cancelled EWB Response(Success))

{
"ewayBillNo": 111000609282,

“cancelDate": "15/12/2017 11:35:00 AM"
3

JSON(in case of error)

{

"status”: "0",
"error”:{"errorCodes": 240}

3
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